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Introduction

Treating a patient, especially one who has a chronic condition like hy-
pertension, requires multiple consults. During each consult, it is import-
ant to have constant availability of the relevant healthcare information 
regarding the patient’s condition, past results, past interventions, and 
treatment(s) undertaken.30 If this information, termed as a longitudinal 
health record (LHR) of the patient, is made available, the continuity of 
care and records of effective and some ineffective interventions will con-
tribute to better outcomes, compared with treating the patient on basis of 
information gleaned from the current single or a few visits to the same 
provider. To ensure availability of such relevant information during the 
consult, harnessing of Healthcare Information Technology (HIT) is essen-
tial, as compilation and access to the patient’s longitudinal health record 
cannot be effectively achieved with paper medical records. This becomes 
even more challenging when the patient moves from one health facility to 
another. This is equally applicable for face-to-face consults as to telehealth- 
based remote consults.

Furthermore, if multiple clinicians from different geographical loca-
tions are required to simultaneously discuss, evaluate, and plan the care 
of the patient, all of them will ideally need access to this patient’s record, 
which again would be possible only if the information is digital.

C H A P T E R
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36 3. Healthcare-related information flow, access and availability

Seamless continuity of care is important also in chronic diseases,31 like 
hypertension and diabetes wherein the provider himself may need to be 
changed or become temporarily unavailable due to leave, illness, retire-
ment, and so on. Easy availability of information is even more challenging 
during remote consults, and the remote provider is unlikely to be a con-
stant care provider for any patient.

To enable such transitions an ecosystem needs to be present, which 
allows transfer of patient-centric healthcare information to the new pro-
vider. Depending on patients to carry paper medical records, test results, 
images, prescriptions and other healthcare documents, is cumbersome not 
only to carry, but also for viewing by the new provider. The patient might 
consider bills to be important, but going through them is painful for the 
clinician. An ecosystem of maintaining a long-term health record can only 
be provided using HIT and electronic health records (EHR). Here the de-
sign is such that information irrelevant for the clinician like bills is easy 
to ignore.

The most effective and efficient healthcare programs are believed to 
be in the developed world especially Scandinavia, the United Kingdom, 
and Canada. The underlying paradigm of success in these countries is the 
effective deployment of primary care being the gateway of healthcare for 
their citizens. Patients’ first point of contact and principal healthcare pro-
vider is their primary care provider or PCP. Most healthcare problems are 
handled at the PCP level including controlling chronic conditions such as 
hypertension and diabetes. Only patients beyond the control of the PCP 
are referred further to secondary and tertiary care. Hence the major flow 
of healthcare information about a given patient, such as a summary state-
ment, patient’s longitudinal health record, and referrals, flows from the 
primary to the secondary to the tertiary levels (Fig. 1). Of course, there is 
some reverse flow that is from tertiary to secondary and directly to pri-
mary care. Examples include discharge summaries and responses/recom-
mendations to referrals. Here again, having a digital pathway for flow of 
information is more effective than paper. Having this digital pathway is 
the reason why the aforementioned countries have a very effective pri-
mary care HIT/EHR system, and this system is used by most of their pri-
mary care providers. Examples are GPICT in the United Kingdom and the 
Canada Health Infoway systems.32

Definitions of EMR and EHR

Electronic medical record (EMR): An electronic record of healthcare 
information of an individual that is created, gathered, managed, and 
consulted by authorized clinicians and staff within one healthcare 
organization.
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Electronic health record (EHR): An electronic record of healthcare 
information of an individual that conforms to recommended 
interoperability standards for HIT and that are created, managed, and 
consulted by authorized clinicians and staff across multiple healthcare 
organizations. It represents the concept of a longitudinal health record of 
the individual.

Basically an EHR collates multiple EMRs across multiple healthcare 
organizations into a single comprehensive longitudinal or lifetime re-
cord for an individual patient. For this to materialize, multiple EMRs 
need to be capable of exchanging data with each other, a term called 
interoperability. Interoperability is obtained through following certain 
standardized coding. Examples include ICD-10 for diagnosis, LOINC 
for lab results, and HL7 for messaging. These are detailed in a subse-
quent chapter.

Features and functionalities of the EHR

Ambulatory or outpatient EHR
When we say an OPD clinic is paperless, besides replacing paper 

medical records, the EHR also replaces hand-filled lab forms and pre-
scriptions. The functions of ordering tests and medication are also done 
electronically. Therefore, from the perspective of the doctors, nurses, and 

Flow of  healthcare information

Tertiary

Primary care

Patients

Continuum
of care

Secondary

–Referral
responses

–Discharge
summaries

– Patient
summary

– Patient
longitudinal
record

– Referrals

FIG. 1 Flow of healthcare information for continuity of care.

I. Telecare basics



38 3. Healthcare-related information flow, access and availability

healthcare providers, the OP EHR needs to have the following features to 
function as an effective electronic healthcare delivery system:

• Documentation of clinical notes like history and exam generally 
done by the doctor/provider.

• Chart review and results review—this feature lets the doctor or care 
provider review past visits by a patient, previous results of lab tests, 
and the medications the patient is and was on.

• Orders for laboratory, medications, radiology, procedures, etc. These 
are put into the EHR and electronically transmitted to the respective 
areas where billing and the service will be carried out. The software 
checks for duplicate orders. The EHR should preferably be interfaced 
with the clinic’s lab information system (LIS) for the lab orders to 
go through and the results to be electronically sent back against the 
order. Similarly, it should be interfaced with the clinic’s pharmacy 
information system too, where additional functions like correct drug 
dosage, timing, and interaction checking can be built in.

• A messaging or emailing system to receive and send messages like 
abnormal test results and referrals and to communicate via email with 
other members of the provider team to follow up on a patient’s care.

• The EHR should be well integrated with the clinic administration 
system to automate many back-office processes, for example, 
triggering of a charge for a clinic visit in the billing system, after the 
doctor closes an encounter in the EHR.

• Basic information about the patient, which starts with demography, 
and features of history and examination, investigations and diagnosis, 
procedures planned and executed, prescriptions, progress reports, and 
a possibility of automatic creation of summary overall review of the 
presenting problem and current status at all times.

• Setting up of clinical protocols and templates, for example, the 
protocol for pneumonia. This helps in standardizing interventions and 
treatments using evidence-based medicine (EBM) for best practice.

• Alerts and clinical decision support (CDS) features can be set up that 
helps in checking for errors and improving patient safety, for example, 
do penicillin sensitivity test before prescribing penicillin injections.

Inpatient EHR
In a very broad sense, an inpatient visit starts from admission, goes 

through treatment and procedures, and ends with discharge. This se-
quence is termed as an “inpatient episode.”

Important features of an Inpatient EHR

1. Chart and results review—as described earlier.
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2. Clinical documentation—for clinical notes like progress notes and 
nursing notes. It is more complex and comprehensive than the OP 
EHR, with features like data input flow sheets into which data like 
pulse rate, BP, and temperature can be put in at specified intervals. 
There is significantly more nursing and ancillary staff documentation 
in the inpatient environment.

3. Computerized provider order entry (CPOE)—for putting in orders 
for labs, medications, procedures, etc. For inpatient care, it has to be 
more real time and robust than in the OPD. There is a need to handle 
many more types of orders like IV drips with rate of administration, 
dietary orders, physiotherapy orders, with details of repeat orders and 
their results.

4. Electronic medication administration record (eMAR)—This is a 
function that logs the administration of medications electronically 
(usually using bar code technology) or manually. It helps in 
reconciliation of administration of medication vis-a-vis the medication 
orders given for a patient in the CPOE system.

5. Care plan—nursing care plans function for planning of patient care, 
communicating patient care needs among the nursing and support 
teams, and documenting the changes in the patient’s condition and 
the patient’s response to all aspects of the treatment.

6. Worklists—this is a list generated for the nursing and support 
staff, informing them of the patients under their care and what  
is to be done as tasks and interventions for each of their patients, 
for example, prepare patient X in bed number Y for surgery at  
9 a.m.

7. Messaging/email system—as described earlier.
8. Order sets, clinical protocols, and templates—setting up templates and 

order sets for standardized clinical protocols in the inpatient arena, 
for example, protocol for chest pain. This facilitates implementing 
of standard evidence-based guidelines for best practice across the 
healthcare organization.

9. Alerts and clinical decision support (CDS) can be set up that 
help in checking for errors and making correct clinical decisions, 
like dose adjustments for renal insufficiency. These features are 
very important for the inpatient EHR as they lead to significant 
reduction in medication and other errors and improve patient 
safety.

It is advisable to implement the various features of the inpatient EHR 
in stages, rather than trying to switch on all features in one go, like start-
ing with clinical documentation and then progressing onto order entry 
(CPOE), then to care plan, and so on.
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Application of EHRs in telehealth

Whether a healthcare provider is providing intervention to a patient 
in person or remotely, the same principles apply regarding the availabil-
ity of the patient’s past healthcare information, decision support features, 
and continuity of care with use of an electronic system being better. It is 
best if the telehealth system is integrated with an EHR system to provide 
the above. A sharable source of information that is constantly upgraded— 
exactly what constitutes an EHR—allows seamless telesupport.

The main modes of telecare were mentioned in the previous chapter. 
We exemplify further.

1. Store and forward—a classic scenario would be to chart out the 
process as is done in teleradiology. As an example, some hospitals 
in rural and semirural parts of the United States do not have an 
availability of radiologists to interpret images such as CT scans 
and MRIs especially during nonoffice hours. So, they have tie-ups 
with teleradiology companies like Teleradiology Solutions,a who 
have a panel of board certified radiologists on call in their offices in 
Bangalore, India (due to time difference between the United States 
and India—when it is night or nonoffice hours in the United States, 
it is daytime and office hours in India). Using the store and forward 
mode, these images are sent across to India via secure networks, 
where they are downloaded and studied; inferences drawn and the 
impression reported is sent back to the US hospital. This can be done 
within matter of minutes—depending on the priority and urgency. 
The inference sent back is then incorporated as part of the patient’s 
record in the US hospital’s EHR system.

2. Real time—during a remote consult, it is best if the healthcare 
provider providing the remote healthcare service is on an EHR system 
for the same reasons as mentioned for face-to-face consults. There are 
two approaches in providing EHR access of the concerned patient’s 
record to the remote provider.
a. As a separate application from the telehealth application. Here the 

provider must sign into the telehealth platform and separately into 
the EHR system for accessing the patient’s record. This requires 
the provider having to toggle between two applications, not very 
efficient or in alignment to the clinical workflow of the provider.

b. The preferred approach is to have the EHR system integrated 
within the telehealth platform. EHR integration with the telehealth 
system makes a better alignment of workflows and ensures 
continuity of care for the patient.

a See the section on teleradiology in Chapter 8.
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An integrated telehealth-EHR system lets the healthcare provider con-
sult solely within the telehealth platform. After signing into the integrated 
platform, the provider can see inbound or scheduled patient requests and 
patients in the “virtual waiting room.” The provider first reviews the pa-
tient’s medical record that has been pulled into the telehealth platform 
from the EHR system, to understand the patient’s medical history and 
reason for the remote consult, then goes onto the video consult with the 
patient. During the remote consult the provider’s notes are directly en-
tered into the telehealth platform. Once the remote consult is complete 
and the provider has done the needed documentation and necessary rec-
ommendations, a visit summary is sent from the telehealth platform to the 
EHR system and incorporated into the patient’s record in the EHR. Both 
systems communicate with one another through bidirectional integration, 
and the provider only needs to work within the telehealth platform, in-
stead of toggling between the telehealth platform and the EHR system.

Data entry

Shashi Gogia

If we understand the DIKW,b we can understand that information or 
knowledge is based on data. In telehealth, data is transmitted and would 
have to have a certain origin from some source, either prior or immedi-
ate. Data has to come from somewhere, which means an initial interac-
tion through an input device—though later it could be from a particular 
storage point (memory) which could be another computer, device, or the 
Internet. This would be a camera for images, a microphone for sound, 
and the monitor or related sensor for telemonitoring, but the most im-
portant input device of all remains to be the keyboard or keypad (on mo-
bile) for text. Text is also the greatest unifier of all the data as the various 
images, sounds, or even sensor-generated information has to be contex-
tual and easily searchable, which, at least as of now, is only through text.

Even while computer systems and connectivity are constantly follow-
ing Moore’s law,c the slowest link in the chain remains to be textual data 
entry. It slows down the day-to-day work and already has affected EHR 
adoption in the United States.33 Typing is not easy. Clinicians are used to 
writing by hand or simply dictating through the Dictaphones, with sec-
retaries typing out their letters. Spoken words are not a routine part of 
medical documentation. Even if they were, they would be a reason for 
further slowing down care processes. For those who do not understand 
this, they just need to time themselves in completing the reading of this 
page as against getting text-to-speech software to verbalize it.

b Explained in Chapter 1 and Glossary and the section on analytics.
c This is explained fully in Chapter 5.
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It was expected that conversion of spoken words to text would have 
worked. It has not, though initially an entire new service industry was created 
called medical transcription. It still exists in the form of medical documenta-
tion for patients in the United States wherein data entry operators in various 
places within India and the Philippines convert the dictated words to written 
text so that it can be loaded into the HIS or used for insurance claims.

HIPAA and related higher security requirements affected telecare.34 
Medical transcription has somewhat been, but not completely, replaced 
by penetration of EHRs wherein data entry has to be immediate and con-
current, that is, most entries made directly by the clinician himself. Voice 
recognition software exists but is still not perfect, as medical terms are not 
so common. There are many methods added on hence, for faster entry of 
text. These are typeahead, auto correction, etc. but are equally likely to 
create mistakes.d Misinterpretation of what is written can lead to issues, 
and hence, there is a great need for standards.

Acquiring and utilizing nontextual  
data—images, sound, and more

Relevance and need for storing information beyond text as part of the 
medical record have increased over the years. Their role in making telecare 
easy has already been discussed. Paper-based medical records generally do 
have clip-ons of ECGs and X-rays that could be individual films or kept with 
the reports in an envelope. Sometimes, photos are also included. Storing them 
and maintaining the clarity over the years were a challenge. Even sound re-
cordings like an audiogram were done through visual means.

As described previously, digitized information constitutes text, images, 
and sounds. These need to be stored as part of the EHR or care document. 
Capturing text is as simple as typing, though better done through a struc-
tured approach (see section on standards); we now explain how images and 
multimedia can be acquired and incorporated for efficient diagnosis.

Images

A picture is known to be worth a thousand words. But it is also possible to 
create a wrong picture, which in a literal sense would mean wrong words 
leading to misinformation and hence remain incomplete or become mis-
leading. What can be incorrect?

A. The picture itself—that is, shooting the wrong lesion or from the wrong 
angle, poor focus, and lack of zoom. In a physical world or even during 
real-time transmission, there are chances to correct this. These are 
decreased once the image is stored into memory or seen asynchronously.

d These are discussed more in Chapter 4.
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B. Problems in storage and later searches—pictures and any multimedia 
files can only be searched through text-based descriptive tags. If 
they are part of an EMR, then indexing gets automated by creation 
of linkages to the UHID. Linkage is done in two forms: (i) A link is 
provided to the server, that is, the filepath is stored, or (ii) the picture 
is stored directly in the database.

In option (i) a separate web-based media server is used to allow access at all 
times once anyone clicks on the link. The ability to read that particular file 
should be available at the remote end (see Table 1). Option (ii) obviates this 
problem as storage is in the same server but this makes the database more 
data heavy and affects speed of access of even unrelated text. Hence, (i) is 
preferred. The server privilege settings ensure the privacy—it can even ensure 
that the access is restricted to those who click on the link provided within the 
EHR that has been displayed—which is turn is encrypted, so that just copying 

TABLE 1 Various imaging formats.

Type Description Explanation and remarks

JPEG (.jpg, 
.jpeg, and .jpe)

From Joint 
Photographic 
Experts Group

The most popular format of storage, web, or 
printing. Images are compressed and lossy to result 
in a relatively small-size file. JPEG 2000 is relatively 
lossless and has better image quality than DICOM. 
JPEG is not recommended for drawings, which are 
better done as TIFF (if layered), PNG, or bmp

RAW Proprietary 
depending on 
camera

Most cameras record the image along with metadata 
like white balance, exposure setting, time, and 
date. Size increases in proportion to the number of 
pixels—hence terms like 16 Mpx. Converted to TIFF 
for editing or to JPG for storage and transfer. DNG 
is a nonproprietary generic form of RAW

TIFF (.tif) Tagged Image File 
Format

Uncompressed and thus contain a lot of detailed 
image data with exactness, which can be edited like 
through Adobe Photoshop. TIFFs are also extremely 
flexible in terms of color and content (layers and 
image tags). Not suitable for web or transfer

GIF (.gif) Graphics 
Interchange Format

Compresses images by limiting the color range 
but is lossless. Suitable for the web and/or for 
animations that are essentially many images 
with minor changes replacing each other in 
quick succession. Suitable for teaching but not 
teleconsults or prints

PNG (.png) Portable Network 
Graphics

A replacement for GIF as that used to be 
proprietary but allows more color flexibility and 
equally recognized by all browsers hence used 
for the net. Can be extremely large sized. Not 
as editable as compared with TIFF but allows 
transparencies
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the link and pasting to the browser will not allow access. Hence, only those 
who get access to a particular patients’ record can view the same.
C. Problems in transmission—videos and some higher resolution images 

need high bandwidth. Hence, slow or absent connectivity, or a link to 
an incorrect source as well as mismatched standards will lead to error 
or loss of clarity. Correctable by ensuring connectivity standards.

But first, let us understand how image digitization occurs.
The eye recognizes an image through signal generation by the rods and 

cones in the retina caused by bouncing photons. Exact color identification 
is through calibrating the mixture of three basic colors—red, green, and 
blue (RGB). A photograph is similarly represented by a series of dots of 
various colors. Digital recording of an image is a two-dimensional (2D) 
placement of these dots, also called pixels. Image clarity depends on how 
fine the pixel is, that is, the higher the number of dots per square centimeter,  
the better the image quality. Each pixel is stored as a bit, and hence an 
image is also a bitmap. The color range of each pixel can vary from 0 (no 
color) to the requested finesse or classification of the color range—gener-
ally up to 255. Black, hence, carries a value of (0,0,0), that is, zero for all 
colors, and white would be (255,255,255). The exact color depends on the 
right mix; hence, (255,0,0) is all red. Grey would have the same value for 
all RGB colors, for example, (127,127,127). Additional data is required in 
black and white for brightness and contrast. While RGB works for HTML 
and in monitors, for printing, a separate combination called cyan, ma-
genta, yellow, and black (CMYK) is preferred as these printing inks com-
bine better, resulting in brighter output.

The TV monitor reads signals by popping of the electrons (pixels or 
dots) on a phosphor screen. The image quality simply depends on the 
total number of pixels created; hence, standard VGA (640 × 480) means 
exactly that, which is, 640 lines in a horizontal plane and 480 in the vertical 
plane = 307,200 pixels.

If we put the same number of pixels in a larger screen, individual 
dots become visible as squares—also called the pixelating of the image 
(Picture 1). Flat screen monitors use diodes with each diode behav-
ing as a pixel. A high-definition TV (HDTV) would be 1920 × 1080, also 
called 1080p describing the number of vertical lines This number of 
lines need to rise further as the image size is increased. Currently, 4K 
(3820) and 8K, called ultrahigh definition (UHD), are normal, and even 
16K is coming up.

Obviously the file size increases with the number of pixels, and hence, 
compression is used in transmission. Compression techniques use a com-
bination of methods.

1. Decrease the size hence the number of pixels but that would mean to 
loss of clarity if and when the image needs to be enlarged again.
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2. Identify a single RGB value for areas with similar or flat composition 
like all black and map their X- and Y-values.

3. Tone down the color variation. For example, GIF images use a lower 
color range.
Compression can be lossy, that is, there is some loss of clarity or 
lossless.

D. Inability to interpret correctly at the other end underlying a need for 
semantic standards. That is not much of a concern as there are many 
common and free to use standards like JPEG, PNG, and MP4.

DICOM is the standard format used to share radiology images and 
videos. It is necessarily lossless but fortunately is mostly black and 
white. Even the colors used, for example, in a Doppler scan, are very 
basic. Most digital X-ray machines, including CT and MR, have inbuilt 
DICOM software, which allows seamless information transfer of the 
image to any other location. A DICOM image will include many textual 

PICTURE 1 DICOM image and a small square enlarged to show how pixelation occurs.
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details, for example, name, gender age, image position, and many other 
characteristics in the image itself. Many of previous forms of DICOM 
used to be proprietary—that is, compression technique followed by one 
that could not be decompressed unless one had the original DICOM 
reader. Thus a clinician would be helpless to second advice the patient 
who brought a CD (compact disc) of his angiogram along. However now, 
open-source cross platform DICOM readers are available.

For transferring other images the form of compression used varies. 
Technical knowledge of file formats is important to understand how to 
save storage space and more importantly ensuring relatively lossless 
transfer, considering the available connectivity. Table 1 explains various 
formats.

In summary, quality is best maintained in RAW or TIFF, transfer by 
JPG (small size) or PNG, and finally net viewing by JPG, PNG, or GIF. If 
the other end does not have a proper viewer of the file, there will be an 
inability to view or interpret.

Recording images

Photographs help the initial diagnosis and management far more than 
the human eye as they can be stored lifelong and have different views, 
close-ups, etc. For correct interpretation, however, some basic standards 
are required. These include uniformity of the following:

• Position of the patient including background.
• Position and exposure settings of the camera.
• Distance between camera and subject.
• Ambient lighting (daylight gives the best photographs, but conditions 

vary between time of day and seasons).
• Other settings (e.g., direct flash not recommended for close-ups).
• Text within the frame—this helps in identifying the patient—name, 

UHID, date, etc.
• For quality, images are best transmitted as PNG or JPG.
• More details as necessary—for example, an ulcer can have a ruler  

or graph to measure size.35,36 Special software which can measure size 
automatically as well as monitor progress is available.

Digitization of X-rays
Most modern radiology centers would have equipment wherein the 

image is created de novo in a digital format. That option may not exist 
in remote areas, or there may be times when the patient brings along an 
X-ray that needs to be transmitted. In such a case, this analog image has to 
be digitized. Unlike photographs or paper documents, X-rays cannot be 
scanned by a simple scanner not only because they are thick and may be 
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larger than the scanner but also because the images are transparent, which 
means they cannot be viewed using reflected light, only by being held up 
against a light.

Special X-ray scanners are expensive. A much simpler method is to sim-
ply place the film on a flat screen monitor, which is set to an all-white 
background (a modern X-ray viewer works exactly the same way) and 
click with a digital camera or even a smart mobile. A stand will ensure lack 
of movement blur. Remember that taking such a photograph using older 
tubelight-based viewers screens would cause a glare (Picture 2).

• Searching for stored photos, videos, and other multimedia is a 
difficult preposition. There has to be a method for linking an image 
to a patient. Storage within an EMR means direct linking, but just 
storing the filepath keeps the database size small. In the absence 
of an EMR, a special image software to index and correlate the 
images like ADS is recommended. Apps are available for usage in 
mobiles like Dicompass DICOM Camera http://www.dicompass.
cz and DICOM-Shot for iOS. One must remember that sharing 
data that can identify the patient across the Internet is not allowed 
without adequate security or privileged access as per HIPAA rules. 
Special care needs to be exercised not to include the face within the 
photograph.

PICTURE 2 Photo taken against a standard viewbox causes a glare of the tubelight.
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Sound

A stethoscope around the neck maybe the quintessential image of a 
doctor, but its actual usage is when it communicates sounds to the ear. 
These heart and breath sounds remain fleeting memories to be noted as 
text in the case sheet to help reach a diagnosis. Telehealth enables sound 
transfer as is, so that the clinician gets to use his own judgment in defining 
the normal and abnormal.

The telephone was the first telecare modality. It converted sound waves 
to electrical signals and back as and when required. Gramophone records 
and tapes were analog storage forms. Digitization converts the waveforms 
into sampling bits, that is, frequency and amplitudes are converted to a se-
ries of numbers against time. Raw digitization, used in CDs and DVDs (dig-
ital versatile disc), is called pulse code modulation (PCM) that is lossless but 
heavy, consuming roughly about 34 MB per minute for 24-bit 96 kHz stereo.

For transmission purposes, compression is the norm, and a wide va-
riety of compressed audio file formats exist. Almost all decrease the file 
size but rarely affect quality, so it cannot be called lossy. As described for 
images earlier, all that the user needs to know is whether an appropriate 
file or signal reader exists at the other end. The older ones like WAV for 
Windows and AIFF for Mac are OS specific. These had little compression. 
The most commonly used today is Moving Pictures Expert Group version 
3 (MPEG-3)—MP4 is for audio-video—see in the succeeding text. Another 
one is OGG that is not a format per se but allows seamless conversion in 
between, not only for audio but also for all forms of multimedia.

For proper interpretation, standardization of the recording process is 
important.

• The source (e.g., mouth of the person speaking) should be close to and 
also at a consistent distance from the microphone.
• A collar mike ensures that head movements do not cause variation.
• The hand piece like of a standard telephone ensures consistent 

distance, not so a flat-surfaced mobile.
• Smart mobiles especially have a chance that your finger is 

inadvertently closing off the mike. Since the same is on one side, it 
is better held in the appropriate hand (see Fig. 2).

• The amount of background noise makes a difference. So, record in a 
closed room.

• For live transmission, if two-way sound is being used through the 
PC, like in a video conference, there are chances of the sound from the 
other end being retransmitted as an echo. Headphones avoid this. If 
they are not available, keep your side microphone muted till you wish 
to speak. (Noise canceling headphones only cancel noise reaching the 
ears, not the mike!) If the speaker is facing the mike, a shrieking noise 
(called feedback) erupts, which is essentially an endless cycle of the 
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sound from the speaker reentering the mike and getting amplified. 
Mute the mike or local speaker immediately. A unidirectional mike 
helps but may cut off the sound on head turning.

EMRs allow for the preservation of sound recordings in a similar way 
to images, that is, as part of the database or linked files.

Video is multiple images or frames changing at a constant rate to give 
an impression of movement. Minimum is 7.5 Hz or frames per second. 
Multimedia is essentially a combination of sound and video. Video con-
ferencing (VC) is two-way real-time multimedia. While the chapter on VC 
discusses more details of how to maintain VC quality, we discuss here 
the various formats and methods for recorded multimedia, which can be 
stored or linked to the EMR.

Sharing multimedia content is important for remote diagnosis. For ex-
ample, functional status of the hand, gait, and eye movements are used 
for understanding a problem and planning surgery. Similarly, a plastic 
surgeon can assess the results of a dynamic muscle transfer and provide 
appropriate instructions to the therapist. Multimedia is also important for 
video-based learning. It is routinely used during presentations.

Live TV means the signals of each frame with accompanying audio sig-
nals are received, displayed, and destroyed. If the signal is lost or weak, a 
wavy pattern appears. Net-based transmission, for example, YouTube, uses 
a different method called streaming. Here the data comes in packets, which 
can be slower or faster than the required pixelization (read frame construc-
tion) rate. A set number of frames are stored in a temporary memory in the 
user device before display.

FIG. 2 Flip phones have a microphone in the front, while that of a smart mobile is below—
the latter can be inadvertently covered by the finger by mistake. Also since the microphone is 
on one side, holding the phone where the mouth is closer is important.
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During the times of slow Internet, one can notice phases when the 
hourglass or circle keeps rotating while the image itself remains frozen. 
The app is waiting for completion of the next set of frames before it re-
starts. The wavy pattern is never seen. Another choice (called Torrent) is a 
complete download of the entire multimedia file and then viewing. It re-
quires time before start but ensures uninterrupted viewing once and only 
when the download is completed.

Compression is used, but in general, multimedia files use lower quality 
than a standard image for each frame. Codecs (coding-decoding) are vari-
ous digital audio-video compression and decompression formats used in 
transmission. The one most commonly used is H264.

Recording formats compress the individual frames in various ways 
and also have to ensure that the sound is in sync. The most well-known 
are MP4 and Audio/Video Interface (AVI). Software to transfer one file for-
mat to another exists. Remember that normal camera recordings are in 
raw format. These will never upload on the net. Video sharing apps like 
YouTube or conferencing ones like Livestream, Citrix, Webex, and Zoom 
do the conversion at their own end, and as long as one is working within 
the same app, viewing is without issue. For sharing your own videos, 
one has to ensure that the same is viewable by all browsers. The format 
should preferably be mentioned. The best format for web viewing is small 
web format (swf) also called Shockwave Flash by Adobe—special viewers 
compatible for all browsers and devices are easily downloadable.

Alerts and triggers

Kleber Soares de Araujo

Alerts and triggers in electronic health records are about providing the 
right information at the right time of decision-making. Why use an alert? 
Why use a reminder in an electronic medical record? These questions 
should be answered thoroughly before implementing any changes to your 
electronic health record and clinical decision support system. What are your 
objectives? Raising attention when there is a drug to drug interaction?10, 11 
Disease to drug interaction? An increase in the early warning score of a pa-
tient in the medical floor? A risk of a systemic inflammatory response from 
a patient with a urinary tract infection in the emergency room?

Keep in mind that introducing new reminders and alerts into your elec-
tronic health record should be part of a broader strategy to provide safer 
care, improve clinical outcomes, and/or enhance cost-effectiveness.13

So, first, check whether there is a real need for the inclusion of a new 
alert and identify which indicators or metrics might be impacted with its 
inclusion.14 After assuring the need, look for the right timing. This is a crit-
ical step, and an experienced clinician might help you in identifying the 
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exact moment a particular decision is made by the healthcare professional 
when assessing the patient. That is the proper time to offer help as an alert.

So how is this done? If you need to remind that there is a risk to the 
patient’s health, one message in bold or in red might be enough. If you 
intend to induce her/him to record more details about a particular sit-
uation before he/she makes the decision, perhaps an alert with an elec-
tronic form might be the way. Remember that describing the source of the 
content and who was in charge during the order of the publication in the 
electronic health record tends to raise credibility from the clinical staff.

Patient S visits his primary care provider for his annual visit. After the 
provider welcomes the patient, he notices an alert on his screen. His patient 
is due for a colonoscopy. The provider clicks the alert for more information 
during the visit and finds that the alert was triggered due to the patients’ age 
and family history. The provider discusses this with the patient and refers him 
for a colonoscopy.

Alerts are not created to curtail the freedom of the health professionals, 
but to promote an opportunity of learning and scientific updating in an 
issue that is a priority for the institution and that adherence to this good 
practice can positively impact the indicators being monitored by the area 
of interest.

A great challenge is the risk of alert fatigue,15 that is, when the profes-
sional no longer pays attention to the alert. If alerts are showing obvious 
information out of the context, content or there are an excessive number of 
messages, professionals might override it. Setting up an alert committee 
with regular interactions can help monitor the results and continuously 
adapt the alert strategy. Put together the alert metrics, how many times it 
has been fired, how many times it has been complied versus refused, and 
what is the relationship between the expected action and actions other 
than expected.16

If necessary, adjust your alert, check whether the criteria for triggering 
them are correct, review, and update them.17 Alerts can be a very effective 
way of communicating with your clinical staff but can also be a burden to 
their workload. Use it with caution.

Healthcare data analytics

Spriha Gogia

Medical knowledge has expanded greatly. Currently, information re-
quired for day-to-day care is more than what the human brain can store 
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or process. In the United States a typical visit with a provider is 15 min 
long.37 Within that time, they are expected to hear the patient's story, 
distill medically relevant information, complete the needed screens in 
the EHR, render potential diagnoses taking into account past medical 
history, and then discuss next steps or a treatment plan, all the while 
showing a human face to the patient. A GP has to manage a wider range 
of problems and see many more patients a day than any specialist. A 
specialist, defined as one who knows more and more about less and less, 
may get more time but that is still not enough considering the amount 
of extra counseling required. A televisit, even if not shorter, is more 
complicated as there are periods of data loss and inability to examine 
the patient fully.

Documentation is an essential component for care delivery in this day 
and age. They also make telecare simple and easy. But documentation is 
supposedly taking more and more time from patient care leading to resis-
tance for widespread adoption of EHRs,38 the very heart and soul of store 
and forward. However, there is a sound rationale behind usage of EHRs. 
Technology more than compensates for the extra effort. This chapter is 
devoted to a discussion on these benefits.

As discussed elsewhere, ICT systems have four progressive stages, 
namely, Data → Information → Knowledge → Wisdom. Telehealth primarily in-
volves sharing health information. Data analytics involves knowledge and 
wisdom. Thus using data created for telehealth for public health purposes 
is an excellent value addition.

Patient K is HIV positive and has been on antiretroviral therapy for a few 
years. She has been complaining of bleeding for several months, but the cause 
for the bleeding has been hard to detect. After 3 months of fruitless investiga-
tions, her provider decides to run her case through a new software tool that 
analyzes all clinical notes in the EHR. The tool returns that the patient first 
complained of bleeding 6 months ago, which coincides with the time her ART 
medication was changed. The provider changes her medication again, and the 
patients’ bleeding resolves.

Data creation and storage are maximum with EHRs—the most ideal 
telehealth system. If used appropriately, EHRs serve as repositories of 
large volumes of structured medical information.39 Analytics helps make 
full use of this big data.40 The examples of patients S and K in the ac-
companying boxes are stories of real patients whose treatment benefitted 
vastly from the use of analytics.

Some uses of data analytics are mentioned in the succeeding text.
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Population and public health

Data analytics is an important tool in trying to understand the health 
needs of the patient population. A provider sees patients every day, yet it 
is hard for him to know how many of his panel have a specific condition 
or need. Analytics can serve to arrive at this information at the provider, 
hospital, city, county, or any other level as needed.

Analytics has an important role to play prior to the implementation of 
any new public health program.

What disease should be the focus? In which clinics/hospitals/loca-
tions? Which patients should be enrolled? What are the social needs of 
this population?

These are examples of questions that need answers when a new pro-
gram is being considered.

A well-designed analytic project can answer such questions. Moreover, 
analytics of EHR data can also be used to track the progress of the pro-
gram (program evaluation) and to assess its final impact.

At a higher level, health departments can benefit vastly from a 
well-connected EHR network. It helps identify disease outbreaks and 
other emergent health needs. The role of telehealth is especially import-
ant in this scenario as remote locations are often ignored in any such 
analysis, largely related to poor data collection and access to the same 
from these locations. On the other hand, telehealth reaches out to these 
very remote locations. The fact that data is entered for telesupport pur-
poses means analytics provides value addition with no extra cost.

Data-driven decision-making

Analytics is the backbone of data-driven decision-making. For instance, 
analytics can be used to identify volumes and types of patients to identify 
the needs of the patient population so that resources can be allocated ac-
cordingly. Analyzing the visit times of patients would identify the busiest 
times of the day. Shifts of staff can then be adjusted to meet this demand. 
In a larger healthcare system, staff can be deployed to different locations 
on different days/times based on this analysis. This would serve the dual 
purpose of making care more patient centric as it would reduce wait 
times. In the case of telehealth, this can be even more useful as the same 
physician could serve areas that are geographically far apart.

Clinical decision support system

EHRs should be used to arrive at the patient’s diagnosis and treatment 
plan. However, often, the chart of a patient with multiple conditions is so 
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detailed that healthcare provider does not even have the time to review it 
in its entirety. This problem is further compounded when the patient has 
visited several providers for his care. A simple EHR will store all informa-
tion; an intelligent one will highlight and show the important portions.

However, a warning is required here. What may be deemed as important 
for one user may be the reverse for another. A well-functioning clinical 
decision support system takes into account the patients’ information and 
indicates the best course of action based on current guidelines. Thus an-
alytics can serve to reduce the time needed by the provider to arrive at 
the treatment plan. However, for this to work, it is essential that the al-
gorithms that run behind the CDSSs run as per current clinical judgment 
and guidelines. The reason why a certain course is recommended should 
be transparent (and NOT a black box). Furthermore, these need to be up-
dated as guidelines and opinions change. These sticky points are often the 
reason behind mistrust in CDSS among physicians.

Data analytics in the context of telehealth

Analytics can be done most efficiently when data is available in a 
structured form. In telehealth, data is created and shared across vast 
distances. A properly implemented telehealth solution requires good 
documentation within the EHR.

Let us consider the case of specialized clinics using telehealth spread 
across a particular district, county, or state. We would like to know the 
number of patients being treated at these clinics and the specific problems 
that they are presenting for. Analytics would help provide an insight into 
disease prevalence and incidence. Specific measures can be initiated for 
prevention. The number and types of physicians, nurses and other work-
ers, medical labs, and equipment can be allocated as per need. One exam-
ple of a good use of analytics would be to create geomaps, that is, overlay 
geographic regions with the number of patients presenting and the kinds 
of conditions they are presenting for. This sort of analysis is especially 
important in resource-constrained areas where telehealth is an attempt to 
solve the problem of the lack of resources and medical facilities.

Example case
Merging analytics in a telehealth program
The SATHI project in Mizoram147 was awarded for two reasons—(A) 

reducing costs of eye care for rural populations and (B) providing data 
on the prevalence of eye problems in these communities. Interestingly the 
primary reason the project got funds was (A) but had to face many road-
blocks due to poor connectivity; hence, outcomes took time. However, (B) 
facilitated by sending data regularly by whatever connectivity that could 
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be obtained—including a physical delivery of the USBs by courier had 
 appreciable outcomes much earlier.

The importance of standardizatione

Any analytic project is only as good as the data that is used. 
Standardization is extremely important in the context of analytics and has 
impacts on the quality of an analysis.40 For instance, the results of an anal-
ysis using information entered by providers in the same hospital system 
who have access to two different screens with disparate drop-down lists 
would be poor. Healthcare professionals are often unaware or oblivious 
to the uses of the information entered by them in the EHR. As healthcare 
 analytics becomes mainstream, this needs to change. While interconnec-
tivity standards are important to allow data collection and a very basic 
need for telehealth, semantic standards like ICD and SNOMED have great 
role in analytics. Analytics also requires that data should be present and of 
good quality, that is, complete with accurate information. Targeted training 
of the staff for understanding the relevance and process of data entry in ap-
propriate screens (as well as cross training for review and backup) is hence 
of considerable importance. Additional measures include the following:

• Regular training of staff—even when it is hard to achieve due to time 
constraints.

• Engagement and incentivize staff during lunch hours and recognition 
of superusers to encourage healthy competition.

• Request and incorporate feedback wherever possible.
• Cross training of staff to allow for sick and vacation time.
• Quick review should be built in to the workflow and results of 

analysis/report shared—with due acknowledgment of the staff 
entering data.

Analytics approaches

Filipe Santana da Silva and Spriha Gogia

The process of BI and analytics for healthcare is based on four tasks131 
(Fig. 3).

For analytics purposes, there are several approaches. Some that can be 
applied for the telehealth domain are

• Statistical modeling579

• Textual analytics580

• Predictive analytics581

e Standards are discussed in the next chapter.
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Even while these have been described earlier in this chapter, the last 
one needs a more detailed note. Predictive analytics are a set of methods 
that includes statistical models and empirical methods in order to create 
empirical predictions. It is important to note that predictive analytics con-
trasts with predictive theory, with the latter being dependent on a causal 
hypothesis.

For information systems, predictive analytics for information systems 
enables the generation of new theories, developing new measures, com-
paring competing theories, improving theories, assessing the relevance of 
theories, and assessing predictability of a given empirical phenomena.581

A practical example of predictive analytics would be the evaluation of 
the likelihood of a given user to request telehealth services. For instance, 
whether a user who had in the past requested a teleconsulting session is 
going to request the service again; or, whether the one who attended a 
tele-education webinar is going to participate again.

For creating predictive analysis, one needs to define a predictive model. 
Shmueli and Koppius581 have described eight steps in order to create a 
predictive model, which are:

1. Goal definition, i.e., the accurate and careful definition on what needs 
to be predicted;

2. Data collection and study design, i.e., from where did the data come 
from and how is it going to be analyzed. In this phase, it is important 
to distinguish if the prediction will be made with observational or 
experimental data, and what instruments for data collection will 
be used (the preference should be of raw data). Other components 

FIG. 3 The four main components of analytics are interrelated.
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include sample definition, data dimension (all necessary variables 
taken into account, and hierarchical design with the consideration that 
having bigger groups are better than more analysis groups);

3. Data preparation, i.e., organization (remove null or missing values, for 
example) and identification of possible data subsets used for specific 
tasks, such as a training set, to evaluate performance or model selection;

4. Exploratory data analysis (EDA), i.e., summarizing data to reduce 
their dimension. This can be performed in two ways, numerically or 
with the support of visualizations (such as graphs or tables);

5. Choice of variables, i.e., the user may choose the variables according 
to some possible constraints, such as data availability (if there are 
enough data to support prediction), predictive goal (if it is directly 
related to what is being measured) and measurement precision (if the 
indicator used is supposed to be extremely precise);

6. Choice of potential methods, i.e., strategies to be employed and 
ensure a reliable prediction outcome. There are data-driven algorithms 
(neural networks, classification trees, or the k-nearest neighbor), 
shrinkage methods (reducing variance, increasing prediction 
accuracy), or ensembles (several different models, reducing sample 
variance, to achieve the better possible prediction);

7. Evaluation, validation, and model selection, i.e., generating 
predictions with evaluation datasets, comparing training and 
evaluation sets indicators, and to find the balance between bias and 
variance (respectively); and,

8. Model use and reporting, i.e., whether the model is accurate and 
what do the results mean. Graphs and summaries are often used to 
report the outcome of predictive model as useful.

The applicability of predictive analytics for telehealth and telemedicine 
projects can be regarded as an important asset. Considering most data pro-
duced in telehealth projects is gathered with the support of diverse infor-
mation systems, the available methods that seem suitable for the task are:

• Movement analytics582

• Pair analytics583

User-web analytics

Examples of predictive analytics are available in literature and can be 
extended in order to support telehealth services and projects. For instance, 
structured and unstructured data from EHR together with artificial intelli-
gence approaches can be applied in order to identify disease outbreaks in 
 disease-frequent communities.584 Approaches of this type can be used in 
order to support identifying population vulnerabilities and address these 
in a timely manner.
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